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Client (Surveillance Camera Device) send/recv
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"/laccesscontroltype ' T//Allowrules for attacker process 7T | o let image = read(image_fd); D377
' type client_t:process " allow attacker_t client_t [ eavesdrop ] Tamarin Cj: v X T N ’U( Rer=E 71]‘%77 75_’ Iﬁ% rule Rule_ClientTA 761

. type clientTA_t:process | allow attacker_t server_t [ eavesdrop ] = [

| — | — — A\ .

. type server_t:process . allow attacker_t client_file_t [ eavesdrop ] % iﬁ KA %E J T PEA mal_o FEaPlrLZZ_(S'l;emTAJSJ(

| type client_file_t:file . allow attacker_t server_file_t[ eavesdrop ] )lj(/f\ = 7’]:%77 H—J“ A Xk & Zﬁ.‘fé K L/ H—I /Zé ,<'0! image_init_0, image_now_0>

, <'0Y, privkey_path_init_0, privkey_path_ 0
. allow attacker_t chan_net_t [ eavesdrop, tamper, drop | g prieyPat NS, PrIVEY_path-now.5>
|
|
/] file system declaration
|

| filesys Client_FS = [ { path: "/dev/camera’, data: dont_care, type:
|
| client_file_t }]

| type clientTA_file_t:file

| type server_file_t:file

: type chan_net_t:channel
i type chan_rpc_t:channel

, <'0, fek_init_0, fek_now_0>
, <"1, fek_init_1, fek_now_1>
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' // allow rules for regular processes ' filesys Server_FS = [{ path: "/secret/pub’, data: pk(priv_k), type: ImgSend(img) ImgRecvValid(img) called( 1) |
' allow client_t client_file_t [read] ' server_file_t}] zg fri(ap;';’ﬁyit—f’oa’%gg;v_—noo)’wf%ﬁr'Vkey—path—”°W—°)>
' allow client_ta_t clientTA_file_t [read]  filesys ClientTA_FS = [{ path: "/secret/priv’, data: enc(priv_k, sym_k), ‘ N <0, privkey_path_init_0, privkey_path_now_0>

. allow server_t server_file_t [read, write] ' type: clientTA_file_t } ] O :U ;O z?;gﬁz:giﬁmﬁ

' allow client_t client_net_t [send, recv] | )

: allow server_t client_net_t [send, recv] ' // channel declaration s s2 s3 ]

' allow client_t client_rpc [send, recv]
" allow clientTA_t clinet_rpc_t [send, recv]

' channel ch_net ={ connection: datagram, type: chan_net_t}
channel ch_rpc ={ connection: stream, type: chan_rpc_t}
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' // process declaration

' process Client(ch_net, ch_rpc) with client_t {
let dev_path ="/dev/camera’;

let privkey_path = "/secret/priv";

let invoke_func = "sign_image";
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lemma Authenticity :

main {
let image_fd = open(dev_path);
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requires [
"lemma Authenticity : all-traces " Allimage #i .
> Ex #] . ImgSend(image) @ #j & #] < #i ””

recv (sig, img)
& verify sig

(sig2, img2)

let pubkey = read(pubkey_fd);
foriinrange(1, 4){
let p = recv(ch_net);

|
|
|
|
|
let pubkey_fd = open(pubkey_path); |
|
' ImgRecvValid(image) @ #i ==
|
|

res = true

let res = verify(p.fst, p.snd, pubkey); @ ImgRecvValid(...)

If (res) {
skip @ ImgRecvValid(p.snd);
}else {

skip @ ImgRecviInvalid(p.snd); i
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L let = t(ch_rpc); s | " - . o . - L e

: firfi‘;‘”rr;ngce‘z;"”j)c{(c -"Pe) HAR S| EEY (Forsg - If32) J : all-traces "All x #i . ImgRecvValid(x) @ #i ==> Ex #j . ImgSend(x) @ #j & #j < #i

| let image = read(image_fd); S 1
| let sig = invoke(ch_rpc, invoke_func, (image, privkey_path)); :

i send(ch_net, (sig, image)) @ ImgSend(image); : B e t d et ed td etd

I } :

| = : | N = 6.538s | 6.732s | 7.890s | 6.600s | 8.150s | 6.790s 8.020s | 8.430s
:}} RPCEERDS A4 735 )E% (invoke) J :

i | FREFLEE N =2 | 125.622s | 137.198s | 525.380s | 354.025s | 510.905s | 334.795s | 1427.480s | 1418.890s

' process ClientTA(ch_rpc) with clientTA_t { | - leifiod

' let fek = sym_kt; 4 = A = B — = S 8 : XN..IL=TDATFL =38

: ym- 'ﬁ"Eﬁﬁo)liﬁo)*E;‘E‘“1ﬁj4l\/ I\%kj : Xe. Xyvt—YDORE L. XAvE—VOHE, d... X vE—"0HIR, etdB ElIFF0aEx—> 3>

. func sign_image(image, privkey_path) { i

: let privkey_fd = open(privkey_path); | Tamarini)ﬁ‘ll::ll L 7"— &19']

: let privkey = read(privkey_fd); : o = =— e _ S - . —_

: let privkeyO = dec(privkey, fek); | > Server?ﬁ‘%% a)*ﬁEiE ‘\- EEIjJ L 7’-: ‘u :E) ;EJ o TCllent ‘i 1&% 1 L T Ly t}. R

: let sig = sign(image, privkey0); : ettt
i return sig; | | Client Server :
o \[ BEREDHEET VI T47 J | | ch net :
' main { i i send (sig1, img1) (sig1, img1) i
i let conn = accept(ch_rpc); : | @ ImgSend(img1) : :
'} EHxRINZAVR—F 2 b EAVZREZ 2L CRLEVWHELIETE) i : let img?2 i E
: 7Pt ' : . |
' process Server(ch_net) with server_t{ // system instantiation . _ ! . | .
' let pubkey_path = "/secret/pub"”; ' system Client([ch_net, ch_rpc]) with ClientFS : let sig2 : :
: || ClientTA([ch_rpc]) with ClientTA_FS : : :
: main { || Server([ch_net]) with ServerFS : Attacker's Knowledge ! :
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