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Formal Verification for Data Persistence Process of a Storage
System for Cryptocurrency

Ryotaro Banno
Abstract
Bugs in blockchain systems for cryptocurrencies can cause severe economic
damage. In the development of railways, airplanes, and cloud systems, since
their bugs may lead to an irreparable loss, formal verification has been used to
ensure their safety. It is also beneficial for cryptocurrencies as well, since their
safety is also crucial.

In this thesis, we formally verify the process of data persistence in Plebeia by
using F*. Plebeia is a key—value storage system planned to be used in cryptocur-
rency Tezos, and F* is a programming language aimed at program verification.
By formally verifying the data-persistence functionality of Plebeia, we can guar-
antee that it stores data for Tezos blockchain to disks and also retrieves the data
from them correctly. The data-persistence functionality is implemented by two
functions: one is for encoding internal data of Plebeia, which have a tree-shaped
structure called Plebeia trees, into a byte sequence, and writing it to disk. The
other is for reading a byte sequence from disk and decoding it into a Plebeia tree.
We verified the following property: if the former function writes a Plebeia tree
A and then the latter reads the stored data to a Plebeia tree B, A is equal to B.

F* is a functional programming language, whose syntax is very similar to
that of OCaml. Based on the Curry-Howard isomorphism, we can automatically
prove a statement using its type checker by expressing it as a type and writing its
proof as a pure and total function of the type. F* also allows us to extract OCaml
code from F* code. In this thesis, we first port an existing OCaml implementation
of the data-persistence functionalities of Plebeia into F*. Then, we proved its
correctness using F* and extracted OCaml code to obtain its formally verified
implementation.

Although all the functions used in a proof in F* must be pure and total, many
functions related to data persistence do not satisfy this condition due to the
following two reasons: (1) They have to access disks, which makes them impure;

(2) Since Plebeia lazily reads the disks, it converts leaf nodes into internal ones



v

while scanning a tree recursively; therefore, the number of the nodes to visit
may increase indefinitely, and we cannot check whether they terminate, which
makes them not total.

To solve these problems (1) and (2), we used the following strategies. For the
issue (1): We modeled accesses to disk as accesses to heap by a pure function
that explicitly takes a store as an argument and returns the updated store. Then,
we proved that the original function and the new one are equivalent, and we
used the latter in other proofs. For the issue (2): To the function that scans a tree
a part of which is read lazily from disk, we added a natural number fuel as its
argument; the value of fuel is subtracted by 1 at every recursive call to ensure
its termination. We included, to its precondition, an assumption that given fuel
is enough to fully load the tree.

Plebeia regards a disk as an array, and writes to and reads from a subarray
of proper size. Therefore, we need to model the array in F* and prove (1) that
a write to the subarray does not overwrite its already written data and (2) that
read data are the same as the previously written one. In this thesis, we used
LowStar.Buffer (LSB) module in F* standard library. LSB is designed to be a
model of arrays in C and to track element-wise reading and writing easily, which
makes our verification simple.

We can check if the written data A and the read data B are equal by comparing
their nodes recursively from their roots, performing lazy loading. We defined a
new function equivalent_nodes for this check and proved their equality using
it. While Plebeia defines another function equal for equality check, it does not
fully check the equality despite its name. In this thesis, we found a reasonable
sufficient condition such that equivalent_nodes and equal provide the same
results if A and B are applied to them.

Our verification consists of 17,036 lines of F* code, and it takes 3,462 sec-
onds to type check our F* code. The extracted OCaml code passes all the tests

originally included in Plebeia as fast as the original implementation does.
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B2 ) Z DM ZFHE L GRTEKsuml, F* TIEXD XS5 ICTEXRT
I

(* BBOBES: BROVI M ZZITED., BHEZERT
val sum : list int -> int
(* BBDEE )
let rec sum = function
| [1 >0 (* AWDEDZEIF 0ZRT )
| x :: Xs -> sum xS + X

(* ES5TRIFTNIZ. FDDOEFICKEEZRET *)

ZHA + DRI X — &%, OCaml TlE (a, 'b, ...) t &ELDITHL
T. F*Tldt 'a'b ... LELETER S,

22 IJxVhk
FF 2B 38N, ROESC 7227 V2T 3,

5180% > [T7x0F] RDEDOR

IT7227 MIZOBBDIMOHIhz 22D 5 28EHZRLTED,

Z OBIFANTHATZ 2BBUICHI 2T 5, FFIZIERD LS R T7 =7 b
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PURE * Tot B WAL Z2EITEH K723, £V 358UV TH 4
T2 %RT, TotlZPURED: HIRE L= 7 =27 b T,
BEECE MOV TR O FRI SR BRSEMCHIN R T RV, =
77 VEHELRWEA, 77 40 b TR Tot M5,

GHOST B W R 2EWERA bR /3. £k 25518I2o0WTH 4
FIEIET S %K T, PURERTotE 2D, GHOSTZ 7 =7 b
ZOpbIRELEL 7 2 7 b 2FEOBBIE P L ToAHAMZE
BTHoT, a— FiiERICHIE X gy,
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val £ : r:ref int -> ST unit
(* BRERG BRrOEFETHEIL »
(requires (fun h -> sel hr > 0))
(* FREG SR r 0ENEHFIVHLAERTAREICBBZIL
(ensures (fun h _ h' -> sel h' r > sel h r))
let f r =
r:=Ir+!r (*BErOEz 28ICT5 *)

2.3 FEDERL EDIEHA

FFICBWTHEZER - ST 3B I3Lenmat 7 = 7 P2 W3, #1213
F#¥n mzRBLALEZLERIBELND LW FEITIRD LS5 ITRHT
x5,

val lem : n:int -> m:int -> Lemma
(requires (n > 0 A m > 0)) (* FFIRMAF: nEnHETHSD
(ensures (n + m > 0)) (* BREMY: n + mHDETHD »)

RIS 2REHIE. unit B FFOBIEE L TR T 5, FrIE. Z3 WS
SMT YV A N% A WTHEESEHZ RS 2 2 22X > T, ZOREHBIE L WE
1% HEIICHEES %, Z 2 TIRMEREMZ 2D, Oz 3T I W,

let lemnm = (O

7 BLemmaL 7 = 7 MEGHOSTLZ 7 = 7 P HIREL TWA 8, FiEDE
EBRMFHICBWTHEH T 22 TCoOMEIZ., PUREEZ /ZI3GHOSTZ 7 =7 b, H 3
WEFNDSIRELIZZ 727 N THIREDLD 5,
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TotT”7 =7 M 2RO EERT 256, ZOBBIILTIEILL AR
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THb, FFIIZDEIEHEZHET 272012, XD & 5 BEKZHW5,

e X T F I, 2 TOWIFEEIFIH LB WT, glBPMEINIT/NE L
BRoTWADZAAL &5 &35, HlZIXEBEDsumBIETld. FHIRITS
HLIZCBI2E 51OV XM IEDY XA M EDBEL B0, FF ik
HEINAZIEPEZRERHT % %,

e 7T I<X. EDFIBMBHEENIT/NELLBoTWBEDNFFIZHZ BT
EMRTE S, ZOHE. PP IERBAZ NG BBARYB NI BoT0S
DOEPD LS T 5, HIZIX, B sumiZ5[ 8 cZ7F 2L —KE L
TEMUT, KBTS L5 BB sum' 215, ZOBBDOE—5 18X
WYL TwWinwd, FIkE%z HEIRICEEA S 2 Z 213 TE R0,

val sum' : int -> list int -> Tot int
let rec sum' c = function
| [] ->c

| x :: xs -> sum' (X + c) XS

LUl s, RO XDICHI'E ST (decreases v) 22 THE 55
DD LT3 Z e 2RI, FF I3ZDEIEEZFEIHT X 3,

val sum' : int -> v:list int -> Tot int (decreases v)

25 F*Y—RXRT7M4INEAVRTT—RAT 71

F*IZE=2o0 7 7 AN D 2, 1 DHIEZY —RA 7741 ThHD, Lk
T fst 2F0, 2 0HWBA VX 72 —RAT7 740 THD, YR T . fsti B
Do V—=RT7 7 ANMIEEBOES - ERCHEDER. MUOZ DAL D
ErNTVE, A VBT —RAT7 7 A4NIIE. FF V=R T7 74 W23 ETH
BROWBEBOBMESREDNEENT VWS, f VX272 —RAT7 74 NVHOHES
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F* 2284 SOEEZ VT, FF Y -2 774 LA VR T =2—RAT 74
A6, HEIIZ OCaml ¥V — 27 7 A LMt TE 2, fitlxh/=7 741
Wik, F* ECERSN-BEB DS 5, GHOSTT 7 =7 + (RUZDIRE) %
7o BV TORE L Ffi7Z2 OCaml OB ER XN 5, Hil 21X 538 D sumBd
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let rec (sum : Prims.int Prims.list -> Prims.int) =

fun uu ->

match uu___ with

| [1 -> Prims.int_zero

| x::xs -> (sum Xs) + X

3 Plebeia
3.1 MHE

Plebeia (& OCaml 12 & o THEIEX N7z Tezos HD key-value A b L —I 2 X
TLTHb, NEFT —XDMRFFITIE, Tezos D7 R Y 7 F = —VIZHT 5 XD
\Z Merkle Patricia tree Z %kt L 7c 7 — & #ii (Plebeia tree) ZHWTED,
BITE Tezos LN TVWERA ML =YY AT LA TH S Irmin2 £ H RN
T — X BRI T % % [9], Plebeia IZ GitLab ETEFE XN TW3 [8].

A IMEEICBR LT, Plebeia D2 I v b 44532dd ZTTICAT o 70 HHTD 2
Iy PADBRIFZSHRORETD 5,

3.2 Plebeia tree

Plebeia tree & Plebeia DNHERT — X ZRFFT 2 D IHEHI R TWE T — &
Wi T® 5 [12], Plebeia tree & Merkle Patricia tree %X — 212, Tezos 7 1 v
7F 2 —ITHET S EIICHARMPMZSNTV D,

OCaml Z# W\ % ¥, Plebeia tree lZXD L SITERTE 5, /- LIEHDT-
B, FREOEL R —ERERILL TWw5 .



type side = L | R
type key = side list
type node =

| Disk of index

| View of view
and view =

| Leaf of value * index option * hash option

| Bud of node option * index option * hash option

| Internal of node * node * index option * hash option

|

Extender of key * node * index option * hash option
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Diskid/ — FDEIEFARAZ RS, 71 Dindexld 7 4 A7 DE T H bk
AIALREDZRT, FEL CIZ 33 HITBWTHIAT %,

Viewld tree ZFHEMNITHER L TV 5, LeaflFiE/ —FZ2XL, APL—
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Kl EMERZ 2T 5,

Bl 21X, B2 D X S 7% Plebeia tree 3RO XS5 a—NITXDMEKTE 5,
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EL

L

Bud (Some (Internal (Leaf A, Extender (Leaf B))))

FE®D / — Fnld. #Dn%EtR ¥ 3§ % Plebeia tree 7R L TW5 & ARE 5,
% e dAR) EFERZ EIZT 5,

3.3 Node_storage €2 a—IJL

Node_storageE Y 2 — LiZ Plebeia @ 7 — X K fifb. & 4H - TH D, Plebeia
tree ZNA FVHNCEBLTT 4 AIZANLEFEZRADEDL BT 4 R
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Leaf A Extender
B Leaf
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node_storage.ml 7 7 £ MITBWVWTHEEINTWVWS,

let open Node_storage in

(*nOET A RVICETRAL, EFRAARKELTIiZRS %)
let nl1, i, _ = commit_node context bud_cache n® in

(* ih5 /) —ReHiHdHn2ZzEd *)

let n2 = View (load_node context i) in

(* n® & n2 DFMEZHETDTS )

equal context n® n2 = Result.0k ()
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FCHH XN T W2 Z F0IC, Node_storage® NFEICOWTHHICE &
B b,

Node_storageld Plebeia tree D N4 MlIAND > a— R Fa— 2247
W, ERED T 7 L AANDEXAAIIStorageEY 2 — L ¥ XestructE®Y 2 — L
WKHBZEEEOCHTZ2IcX>TITS (K3),
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FBURTREDORT (AT v 7 R) ZRITAIT, FF57 L 32bit BHYE TS
WS D, LR LZEDMEDN 256 fAlE. FIKR cell BT 2278 LTHWS
N3, LEBoTT7 740DV A ZIEEK (232 - 256) x 32 = 137438 945280 N
A4+ (¥ 128GiB) 1% %, 2 —¥|IStorage.new_indexBAE % FIWTH L W\
cell #1E%, ZTDcell iZRA L —YDRKRE, TR DEcurrent_length?hifs LR
TEIMCES NS, Z DRfcurrent_lengthld 1 38013 %, H LW cell 1343
A ML =YDREIIESN, —EBIfESNTz cell HIBREZ NS Z 23RV, L
3o TCcurrent_lengthld Plebeia DEIEIZHE > THIFNIIEIT 5,

Bl > TXcstruct®Y 2 —/UIX, array?: H5Y1 ) H X =5 EH NS LT 1



NAFZLIKEERASL - HARBETI DDA VR T 2 — A 2RMT 5,
Storage.make_bufPiEi % F\ % Z & THZHELY (Cstruct.t]) 2H 5 Z & h
T%3, ZhzflziEXcstruct.get_chariZiERIE. Z O PEFIFDOEED
1N P Z2HE T2 TEX S, HbWVIidXestruct.set_charlZEHIX 1 N
A FEEZIADIENTE S,

J—FFEZIAADTZ Y MV KRA Y iZcommit_nodeBd £ T H 3,
commit_nodelIA T DRIZHED :

Context.t -> Bud_cache.t -> node

-> node * Index.t * Hash_prefix.t

B B BIBESHHLTWE AL —IURF v v ¥ 2 DFRERD, 1
DIIARFETIEZFEEETIE R WD, BUT Tldcontext - bud_cache&
WO HATTH A DR Z S o 222 HH L. Zh o 0ZBIIEINCYIHILE
TW3bDET 5, H=5HB. WEHZADRE /) —Fn2kT, EDED
nodeldnt R UMEZHi 525 D indexed 72/ — R TH D, Index.tliInZzH
XAATRDIRTTH 5, conmit_node TlX, nZHIRINICZE D RS, X
DEIRCHFZIAALZITD,

enDisk iDHFEIX., T TRnIFICEZRAETNTVWSE 2D, HicHZA

TeNED TN, KT T 5,

enHiView vOHEIX, KD ZODHEITHIT %,

—n?¥indexed BHGE. TTIKT 4 RZIXHZIAFNTVWE 20, il
WCEZRALREDL RV, BT 5,

- ELT 4 AT ICEEZAETNTORWEGES, vVONBRIZHE-> TEEIA
tr, FFICvHBud (Some _) - Internal _ - Extender ODFEIIT/ —
FZ2fio7=, HIFHYIZcommit_nodeZ MM 3,

J — ¥ OFiAAAIZLoad_node B 2 FHIICITON S, T DRRIEFIAAD
NREA VT v 7 AR58NTZITED . D58 Tparse_cell &\ 5 RO E %
N3, parse_cellldBIE DA T v 7 RIWZHBNA N2 T 4 R0 5
wtAIAA, Plebeia tree Z FIRIVICHIET 2 2 212X 5T/ — FOFGmAAAE
179, 7272 Ll 2 R ZHAALOIFTlE7Z | InternaliZEB L 7255
¥, ¥/ — F%ZDisk¥ L TENLL LIFFHAAE RV, ZHUIBERE DT %
ERICFHAAD Z E ZATREICT 2700, N7 =< Y R OB H 5, K
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EIRE i AIAT T2 D 1213 1oad_node_fully=Xload_node_fully_for_test’z ¥
DRIDEEE W5, 246 DREEIIAESTload_node % F IR FE N H §,
2B, SEIOMEETl3load_node_fully_for_test’ fAL, load_node_fully
WZOWTRBEEZITD RN o7, ZORIIFEROBETH 5,

J — ROHEMMEZ T 272D Cequal D EREINT VWS, ZOEEIT
FIBICRZTN - 72 =DD 7 — N2 HIFIIZED, 20/ — K2R CHEEL L
TWEDFHANS, ZOBEIZ AT 3 —~ v X EOEMNED S RKEFIFERE L
TERINTWS, ZODEAMEEIIEMEICR 2, T EGADNE HITEIE
AABNRDOGE . ZDHAAABEFDFE U E S DR 5DAT, 3
BROFEAIAAITITDR N, Lo T, FERBRICHAAAUIZIT - 12551213
FEMTHDED155AE T, equaldResult.0k OZRIBWEGEDLD 5,

RBFEBEOFEIETIE, Disklid A > 7 v 7 ZDAIZ extender witness & FEIXAL
ZEZREGIBICED, TDA VT v 7 A OHiAIAARIToRBIZELNS
J — K extender THE0E0 2RI, RFEHETIIFEBLTWS, £X
JL4 O Plebeia DFEIELTIE, equal BABUZ B W THELLH & B IZDiskDIFEI,
4 VT v 7 ADEMED A S T extender witness D AfliPE F TRO TV
M, MEEHPIC ZNEABETH D 2 e o, Mt L7za— KT Z
DIIREHIFR L 7o Z DA T Plebeia DILA DFEEEICHEUDIAEN 2 FET
H5,

4 F*|Z & D Node_storage £ 21— I)LDIREE
41 BIE

CDETIE. ALY D X 5 IZNode_storageE 2 — L% F* IZBWTHEE
Lleh iR 3,

BADERMLUZ FFIZ K BMAEX. RO KX S BAEEIZR > TWwd, OCaml
I — RIZB W TNode_storage Y = — /L ZEFK L TW 5 node_storage.ml
77 ANLVDOABIIE, F¥ V—RX 7 742 LT node_storage_fst.fst 7 7 A
WXz, 2D 7 7 4 LIZIINode_storage_fstEY 2 — LD EFR I
THED. Jt4Node_storaget > 2 — LICTEEL TWBED 5 5. #KiEEICfE
3250088 FENTWS, %7 node_storage_fst.fst 7 7 £ LLIAIZ D
WL DODPDF Y =R 7 7 A VDBFELTWVWS, Z35l3Node_storage_fst
WBIFRAAZITI 72DIIHBETH 5, 512, Node_storageE > = — L
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PRFL TV B ZDOMDEY 2 —LIZDWT, ZDA Y RXRT 2 —RA%E F A
VR T2 —AT77A4NELTESLTWVWS, ZHZIEAH Z1E segment. fsti
% context.fsti REDLDH 2, LUED T 7 £ WEEIZ Kk - T, Node_storageE
Y a— VOMEEDR T X 5,

K & DT o T2 MREEIE Sato [12] DYEA L7z FF 2 — RIiZESWTW 3, Sato
!Z. node.ml ¥ cursor.ml % F* % W THEEE L. Plebeia tree @/ — FiZD
W7z ENEIREIREZMHDR MDD T 7 A VR TRIENSE ZE ZRL
7z Sato !X node.ml ¥ cursor.ml % 7% % node.fst & cursor.fst IZfEHH L
720 A DMEETD Sato WEELZZNSDF V-7 74 VEFIH L.
Node_storageE Y 2 — /L NT ./ — FZH L LMERIGEITIEZE DAESLMD
72E N2 KD LTz F29MNK D HNode_storageE Y = — LICH L TA S X
N5/ — NI, ZORERGEZHTHAZLTWDS ERE L 72,

AMGETREH T R ZHIEZ, EBNICE. 7027 41259853 true & 7 X
ndZrENMETES, KhiEMRERUIT 45 HIITTEAT 5,

Plebeia tree DFAMiTEIZ. RICOWTHRICHRBT 2 Z Ko THRS Z
EMTED, TNEITHBEEE LT, FHAlTequivalent_nodesP# % E A
%, —} T Plebeia D3It 4 EFE L T\ bequal BAEIZ. equivalent_nodes¥ £
BB EREm e RO, Ao DOXLBEFRICOWTIE 4.4 Bl TGRS %o

Node_storage & ¥ 2 — VN D BBMDIFUH HHEES 2 — L OB O RIS
BENI, PFPA YR T7 2 =R 7 7 A MICE L ZETRELRFER S0,
AL D 7= DITIERFIT, 74 A7 £ LT 5 memory-mapped file {233 % 7 7
+t 2 R4t 3 2 Storagez 'Xcstruct EY 2 — LICEH T 3 IRENEETH 3,
ZDRITDOWVWTIE 43 Bl Tt 3 %o

commit_node * load_node * equal BT VTN d RIFMEETIZ W
», EEHPTEZZR T2 TERY, 22T, o0 FIUHER
RS XD AR F* L TER L. Tt CIEAW5, Z DB
DERTIEITDOVTIT 42 BT TR L %,

M EOWNEEM-> CIEHER SR I T2 Z N TE S, I E (A1) 1
Tk 3,

F* 23— FEHOWTKRIEZIT - %1, 248 % OCaml = — Rz L.
Plebeia I AAATEMES B 2 BENDH 5, THUIDWTII 4.6 HiTihR 3,
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42 FHAAH » BT IAHBEHD LRI RNA DT

commit_node * load_node * equal BAE(72 L ICOWTHEHZ LR T 2 72D 12
. HAINAS OB ZAAF T T QRS Wn, L L 2o DR
WIS T 4 A7 DFLAIAS « EZAAZHED D, STLT7 =7 +eFfOH
BTH2, 20 X5 HERIIGEAFT TIIEHTE 2V,

ZIT, STL7 =227 P 2fOo% 4 DR LR CHERZIRS & 5 75 il
FrEEE %2 F* L CEE L, fFFHF TR I ZH VWS, ZOH L EXT SH
Bz, UTTWEI L7427 X “model_” ZFHHWTXAIT %, Bl ZlXequal D2
BRI BN — 2 2 ~idmodel_equal TH %, F 7zcommit_nodePparse_cell
Y, NEICHREBEZERL TVWBEHDICOVWTIE, TOHRERIC
B L TR ZERT 5, L7zD o T 4model_commit_node_aux
model_parse_cell_rec¥ 72 %,

NSO EERT HBRICIE. TADBEBEFEILHREZRERLEN S, £
Bk - AR R 22 AUV RV, 2RI ARD KD ITER I NS, %
3. E=7 RIS 28I X o THIMEZ 1R 5, RWT. BHREL fuel
REATHI ko TeBtERE S,

421 E—TOHRERIL

MLV TIE e =7 258 e LTRIID, e—72FH I 5812
F, FERZLBOL—T2REDEE L TGRTZE T, b= I3 20 %
MBI TITZA 2 £ 9185 %, BIZIXTEARD XS BB H -7 T 5 -

let f (storage:Storage.t) (i:Index.t) (ch:char)
: St (* E—TICETATEERAZHFD ) unit
= let buf = make_buf storage i in
set_char buf 10 ch;
set_char buf 11 ch

DY E, RD KD Kmodel N EF T X b, 72 Bstorage_modelB & O}
model_of_storageldStorage.tDETF N2> =D DA - BT, 4.3 HilcT
ERIND .
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let model_f£
(h:mem) (* 5| LTE—TZFITES »)
(storage:storage_model) (i:Index.t) (ch:char)
: Tot (* FEMEAT®H S *) unit

= let buf = model_make_buf h storage i in
let hl = model_set_char h buf 10 ch in
let h2 = model_set_char hl buf 11 ch in
h2 (* ESRIBOE—-TZRY

B ¥model _fX £505 T 3 Z L id. fOREBSITBWTHERT % .
(- B FOBREF »

val f : storage:Storage.t -> i:Index.t -> ch:char -> ST unit

(requires (fun _ -> true))

(ensures (fun h _ h' ->
(* FREHT. BRZRVRIBOE—-TL
model_f DEDEN—HIBZz2HETS »
h' == model_f h (model_of_storage storage) i ch

))

ZAUT K o THIFRBARIC K 2 B X DERT X %,
4.22 B fuel DEA

RICHFHNEBEBICBWT, Z2O02BEEZHEET A28 2E X 5, equal®
load_node_fully_for_test’2 ¥ ®REENZ. 51E e LTHEINS / — 25
CED, HRWICRZWZ Z 2k > TUIHEZITS, TOLEERFD ) — FT
DiskZ3H B . T4 A7 DFtAAAEITI T TINZViewlIZRL, 75
NieARZ X515, ZHUIAREEZBIRNICRZE o TV A RPIZ, ZOKRD
) —FPNE, — FIREZMDOD S5 Z2ERLTWVWS, 24 HiTHZ X
2. PP IZBWTHIFEEBDEZEILEZRT 2D1I2iE,. BAFEPECH L D72
FHEINNS K RB2EXHET IHEDLDH 5, LrLslBucH 5/ — RiZ ki
DODHEHPSHZDEE L THEZRWV, 1E2IZH, N1 MIZERIC K - ThiAsid
ADODNRENEET Dparse_cellFEETIX, BIZIXEZEHEDA VT v 7 AN
63/ —F2F /=R LTWbE57% /77— 2RI NIERNA MID5IHUC
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X NG E T EREBDMEIL LR,

ZITHEAZ NS ORBEBICHA R fuel 2518 LTINA, BIRFECHL
BICZOMHEE 1 TORMLT X o THIFEEMEIES 2 2 ¥ 2REET %
77a—F kL ol, ZDHIEEZ, Fromherz & [13] 237t 7V a— K&E5E
i3 2 BA%eval_codeZ EER T 2 FEDFE LS H T Lz, Plebeia IZHWTIE,

5] 2 1X1oad_node_fully_for_testBEIITTA XKD XS ICEESINTWS G
BHD 7= 12 —ERE ) -

1]

let rec load_node_fully_for_test context n =
let v = match n with
| Disk i ->
load_node context i (* i N'BHL </ —FZFHmMAT #)
| View v -—> v
in
match v with
| ...
| Bud (Some n, i, hp) ->
(* F/—F nil2VWTHRMICHAAD ©)
let n = load_node_fully_for_test context n in
View (Bud (Some n, i, hp))
| ...

= OFIRBIROT M LS 2 R0 £ 5 1 EET 2 2 ¢ T, FRASBTELT 3
T RTERTES

let rec model_load_node_fully_for_test
h  ( E=THERTBHHEATE
fuel (* B fuel ZEATS *)

context n

| Bud (Some n, i, hp) ->
(* fuel Z 1B LBRIZZCICE DM EERTS )
let n = load_node_fully_for_test h (fuel - 1) context n in

15



View (Bud (Some n, i, hp))
|

ZOFETE, BB HRT 25813 fuel 1 A ETH 2 Z e 2RAEL 72
AU 5 7w, il 2 1¥model_load_node_fully_for_test® H RS Tl
BRI fuel 1 L ETH S Z & ZIRE L7, % 7zmodel_parse_cell_recT
. ZTORDIEDE Zoption viewr L. F5E XNz fuel THERrM G S N7z
BE121dSome &, FH5NRD - 25 EITIINone iR L 7z,

ZDEBATEDPOE > T, fuel3FEF TOAMHT 25D TH-> T, B
NBDIFFAATDATH 5, TDI L ZHINICHRIALT 2 72D12, AT fuel
Z FP* HCTH IZnatDEE 35 DT/ . Ghost.erased natB!DfH & L
7z Ghost.erasedld F* OIFHES £ 75V 234t 3 2 BAE T, MELHF T A
HHTx2HZ2RITEZHE T %, Ghost.erased nat™! Z KO fHIZ. ML
HCldnat AMRICIKZ 205, a—FHitiahs X5k a—- FCTEHT 2L
IV NAINVRFL T —I27 %, Ghost.erased nat®! D fuelZH W3 &, 21X

Node_storage_fst.commit_nodeD %%

Context.t -> Bud_cache.t -> node

-> ST (node * Index.t * Hash_prefix.t)

5

Ghost.erased nat -> Context.t -> Bud_cache.t -> node

-> ST (node * Index.t * Hash_prefix.t)

NECZEHTZ %, Ghost.erased TH! % o — FHiH % £ OCaml Tldunit®!
7%, L7225 T OCaml > 5 Node_storage_fst.commit_nodeld

unit -> Context.t -> Bud_cache.t -> node

-> node * Index.t * Hash_prefix.t

BB L TRZ %, JA Dcommit_node DEX, T v —a—Figkb
M2, s 4.6 Hilc TR 3B,
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43 TARIVDETILE

3.3 fi TR 7= Xk 512, Plebeia IZBWTTF 4 R 7 3Bigarray.t% T
memory-mapped file & UL TERB XN, £ DFE{KIStorage. t23HiD, FERIZ
ML TEZIAA « tAAAZITI & Fid. Cstruct. tHDERT ALY 2 Y]
DL, ZhEBEHLTIANS P DEFEZAL « GiAIAAEITI,

Node_storageE > 2 — VICRHT 2 MREEZ 1T 5 7= DITiE,. D 27 ELHINZE
ZAATRRICHAIAD ., BICEZAART—EZDBELNI VWS 28 2R
BITAUE R SRV, ZOMEIX, Bigarray. t3R IEANCH TS 1 N4 b
EDEZAADIEL RSN, EHEZZINRTIED LFHAAL Z LT
%3 ¥\, StoragevXcstructE Y 2 — LW T BIREWMHLTW3, L
7o T, TNHDEY 2 —L% F* ETHUNCET LT 2R0EDNDH 5,

LowStar.Buffert> 22—/l (LSB) &, F* D% 7t v FTH 2 Low* [14] IZ
BWTERSINLEY 22— T, CFEDEYDE T ILTDH HLSB.buffer
Z 12t 5 %, Plebeia ® memory-mapped file = 1 XITDALH & AREIX, Z
NefoTETVEMETE 2, L LLSBREIMNDOERTE LTHERL
32bit BEHEZ A L TV 3D, ZHld Plebeia DA ML —IH 4 XHBHRAK
(232 -256)x32>22 N4 MIRB I ERHERDENETES, T THE
72 L 64bit BEEZ AT £ UTHAT % & 5I1CLSBZ FH 22, Buffer6d4l \»
IHMLVEY 2 —LZER L. ThEHWS,

£ Z AT, OCaml Tldcharld 1 N4 b D% X T, Plebeia T Z N %
FMAEALT, N4 b &Estring®ic k> TERHLTWS, L L F* Dchar
!X Unicode X{JELTEDH, 14 b DRI 7z, £ Z T OCaml D
char® F* 26X 2 K5I LA VX 72— R T 7 A VEER Lz, DUT
TldChar.char¥ UL TH L {ER L J=char® S8 ¥ %, F7/-Z DChar.char®
f# 5T OCaml DstringlI M3 2 stringRFEVER L7z, ZHUILLT T
String.t¥ L TSRT 3,

M E%Z%FE 2L, Plebeia T XN TV ABigarray. tH DHEIT E &
(232 -256)x 32 DBuffer64.buffer Char.char™ %> L TEFMLTE 3,
% J=Cstruct .t DEIX, & XA DBuffer64.buffer Char.charD (%
DY LTETNMETE S, ¥4 DET /)N %storage_model * cstruct_model_t
IR Z 2 2 L, Storage.t’) Hstorage_model ™\ D Z 1 N (fCstruct.t
7» Bestruct_model_t N\ D A 2 2 17 5 7= ® D B #model_of_storage &
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model_of_cstructDIFEZIRET %, ZAUT X o T, #lZXmodel_make_buf
BRD X5 I1CE T B (—EER - fiig{b),

let model_make_buf

(h:mem) (s:storage_model) (i:Index.t)
: cstruct_model_t
= (F ATV IRID5 32 N\1 FOEEHEZ.

MATFIE LTRARL— s HBEIDHT ©

Buffer64.gsub (* gsub & buffer D SEPDECTIZTID HIEEE ©
(Stor?.b s) (* Stor?.bld s B¥FD buffer ZEXD H IR
(model_index2bufidx i) (* i% s EDFRFICEHETS ©)
32uL (* RT 32 DFPHEHZIIEFTS ©

(* F* AR TT—XAT 71 INICEDIND
make_buf DA >R 7 T —RICETBRE *)
val make_buf : s:Storage.t -> i:Index.t -> ST Cstruct.t
(requires (fun h -> ...))
(ensures (fun hr h' -> ... A
(* REMEHDETIL LT model_make_buf LFEL W EZREE *)
model_of_cstruct r

== model_make_buf h (model_of_storage s) i

))

LSBIZIXACHNC K 2 EEZ LR T B3 /- D DMEENZ K H Y. FHZ I\
EDHZ N TEDZLWHIREDRD S, TIUIFHTRD & 5 i ZFEHT %
CEICEBEICR D,

val lem : h:mem -> s:storage_model ->
strl:String.t -> str2:String.t -> Lemma
(requires (...))
(ensures (
(i jEWSRERIED index Z1EB *)

let hl, i = model_new_index h s in
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let h2, j = model_new_index hl s in
(* ilZ strl, jIC str2 ZEFAL #)

let bufl = model_make_buf h2 s i in
let buf2 = model_make_buf h2 s j in

let h3 = model_write_string h2 strl bufl 0 28 in
let h4 = model_write_string h3 str2 buf2 0 28 in
(* i DBHAPRAATEXFIIE str1 E—HTBHH? *)

let r = C.model_copy h4 bufl 0 28 in

String.equal strl r
))

b — 7h3lZ BV Thufld 6t AAD IEstri =T 2DIEHL L TH S, L
L. hal3buf2ANDEHEZIAAPMTONEZTHD, ZZIBVWTHHARAA
EXFHNN =T 5 Z BRI DI, h3d 5ha\D BRI B W Thufl
MEBRINTOVRWI EZRIDELD L, ZHIEFIEIBERLZZ DD
REXND, TNERIEHT 27291218, Bigarray.t23 R THEHID ¥ OETIC
model_write_stringhH ZXIALZERL L. ZHdbuflE ER > TWVLWARWN
T ERTREND S, LSBIZlTloc_buffer_from_toZ WHBEKH»H D, Z
NZHWTEDH D ZLZE L%tk TE %, Tz HWTh3s 5haTIE
buf22 RSN (OF D JfETHE) OAVRZET S ER L. Dikj
DI D e B, MEERZRT IENTE S,

4.4 equivalent_nodes ¥ equal DXt
Node_storageE Y = — /L&, / — KOEMMEZHIE T %720 Dequal B
MERINTED, XROBZHD :

Context.t -> node -> node -> Result.t unit (node * node)

BIOIBEFE =GB LW/ = FZ2ET ., ZR60D /7 — F23IKM
B LTEMMPE S LZHET 5, ZDE X indexed X hashed D F it i
ZREINBRVE WS FAT, OCaml IZBIF 2=t 13572 2 Bz HF D, ¥
L7z/ — R TH % & HIE XN/ E TResult.0k O2RH XN 5,

FMTRhVWEHIESNLGEZ ZOMNZEZRT / — FnatnbZ AW T
Result.Error (na, nb)23iRHI X415, Node_storage.equal BE(D EFEDE)
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fEIZ. W CER I N3 MBI X o TIThbhi T3, UTFTIEZ ol
equal_aux & FES,

equal BIEUE, 2T IZEKIC, 52 o/ — FOHE(MitEz5EeIci#l
N2 DT TIERV, BERIZIEZ, REEERET LRI, fAXTVWE 22D/ —
R ST & bBIEFAAA (Disk) THRHEICIE. ZORARAAEITHT,
Disk iDiNFHFLWHLDAZHND, LidoT, BIZIZERZA VT v IR
i FICACHNBEDORPEZAZTNTWEIHEETDH, MU Tidfalse 125

equal context (Disk i) (Disk j) = Result.Ok ()

equalBA L D Z D E R D 72 DT, equal B B IZHER & 3 /- X 2
Vo SRR P ZRBX XD K Bl Z2EZNEXHLLTDH D!
equal context (Disk il1l) (View v)7?>Dequal context (View v) (Disk i2)
MDil <> i22 3%, ZDY Zequal context (Disk il1) (Disk i2) X AkA7
LWV, GEBIC B W TEHME OB ERITEEREE 2 Rz, ZHIFRE
ZEETH 5,

¥ Jzequal _auxliIREHFEZHWTHEEINATWVWSE, —&ic. REHREELK
B B MREE TIRIFNEDRE Z BRIZA AT E RV, iz IERER R
REELDIRFE & LEARTHEHEIZZ D T W0,

MU EOMBEZR RIS 272912, Fr 4 ldequivalent_nodes & W\ 5 BEE % Hr 7=
WER L. ZOEBIL — FRIDTRZFEMEZFHRLEETHD . 518D
J — RIZOWTHRICHRS 2IFEREHIFEETH 5, equivalent_nodesid
RO ZF¢D

nat -> mem -> Context.t -> node -> node -> bool

B B GBI 42 I TEA LR, MALD /D D5|TH %, HPU - HH
GIEPEMEZTARDZANEZ ) — N TH S, EDEOEIIbool TH D, 5IHD
FMTH 258, OFDEEICRE D true® iR 3, equivalent_nodesid &t
3 WPMREET23I1ED, equal & Bz DR DT,

FOEEDISHOL D7 X 512, equal ¥ equivalent_nodesidZHE L WK TIX
BV FITA YTy 7 ATHUIHIFNIZ ) — F2 > THEMTHELEE
25729, equal iZBWTHEM & HIE X uftiXequivalent_nodes T 3 1T
HBEERD, ~HTZEOWEI—MHRKIIWEF ARV, ZZTAEATIE, —/AD
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J — RIZBN %Disk iDBEZRE L. MADOXIET 5 7 — F2Disk jD
BlZi = JTHB I ERT I LT, equal BT 2 HEMMEZRL 7=,

45 FIFASSIEDEINIL IO A E

FtAIAAER Y U Tload_nodeZ W2 ¥ FEFH TR ENEFIZRD & 5I12E
AMETE S, 02 LEED/ —Fe L, h2EEDOL -7 3 3%, nODIET AR
CEENBEED /) — Fnll2oWT, 54 Y7 v 7 RiDFEL T, ndiT
indexed TH 2K HIX, XDBKDIIDOERET S -

e nBIETARLIDOHARD ZARNEMTH 2, T2bbH

equivalent_nodes fuel h context n (Disk i)

Bfuelld@EUNIcE bbb L TW53,

e n/Internal (Disk j1, Disk j2, _, DDFAHE. i biiAArTr /) — K
!ZInternal (Disk il, Disk i2, _, DH&7Z&bh, 2DOZD¥ ¥j1 = i1d
232 = i2

ZDrE, TSI A1 ICtruel FMliE N D Z X BIRT

F 725t AA AR Y L Tload_node_fully_for_test® W2 . DK
EDDETRDES> T T sdtrue L iHMlidN 3 22 RTDIDL LT
ERETES !

let open Node_storage in

let nl1, i, _ = commit_node context bud_cache n® in
let n2 = load_node_fully_for_test context (Disk i) in

equal context n® n2 = Result.Ok ()

728 LELOIREIX. commit_nodeZ FH XIAALBEE L THWAHLEIZHAIKR
JRAZT % Z L ICHEREPRETH 2, T4DDB, indexed &/ —FE 1O EX
BWEKI T/ — FE2EXAALREREONT  — Fnlld ZDREETA L. £
DX H7% indexed / — FDA% indexed / — R LTEL XS RAKRD ZDIR
E xRz T,

FAEBHIERD X512 L TITH. £33 782 F 4 1 Dcommit_nodeBdEX DI H
LIZBWT, 518m02 R D {HEnldlequivalent_nodesiCBWTEHMTH 2 Z &
. n1¥Disk iDFFEMTH 2 I & Z2RT, AT fuellZBY S 2 BRI IRNTE
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WEDFEHTE %, R\WT, Disk i*mhEMTH2 I ERT, T 2T
BEZHWS ., FidOZE MM %E £ ¥ Tno&n2hequivalent_nodes % i 7=
TR E D, REIZ. 02T AREZE D, WHF D/ — FHDiskdD
BE. ZOHAIADA VT v IANEFELVWI L EZRT, ZHUTL->Tnok
n2Hequal OB TEHE LWL E X %, tBHICBIT 2827 v 7OFEMIEAT
#x (A1) TRz,

4.6 WMETINI-0Caml O—FZHWEEIR

WAL Z 272 Fr 2 — P2 HEHBIREEIE 22D, Fr a2 v 4 712
i o/za— FMHEELZHOTF 2— K% OCaml 2 — FIZE#L &
X7 & 72, node_storage_fst.fst 725 OCaml ® 2 — FHH 175
¢ . Node_storage_fstE Y 2 — /L DEF % 1T 5 node_storage_fst.ml 7 7
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